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WAR DEPARTMENT 
OFFICE OF THE CHIEF OF STAFF 

WASHINGTON 

- - f J 

September 9, 1919. 



ICy dear Yardley: 

I enclose two letters from Colonel Fabyan and my 
answer, both of which are included in one letter, dated today. 

Please send me a memorandum explaining frankly and 
fully exactly what your .idea is of Colonel P&byen'B suspicions 
concerning Colonel Mauborgne's motives. 

In eighteen years' service in the Army, I have never 
yet come across a genuine case in which an officer ,who was in 
any way representative of the Regular Army, has permitted 
himself to be influenoed by the ulterior motives assigned to 
Colonel Mauborgne by Colonel Fabyan. Colonel Uauborgne's frank 
manner in discussing the 'matter with me gives me an additional 
reason for believing that the suspicion is entirely unjustified; 
but I should like to have you throw a little light on it. 

I do not think it advisable to have Colonel llauborgne 
learn through us that Colonel Fabyan feels this way, but I do 
think it very essential that ill feeling and suspicion be 
removed. 
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MILITARY INTSLUSENCK DIVIS. 




I enclose a draft which you prepared concerning the 
general question of publication, and also copy of my letter to 
Colonel Fabyan on the same subject. 



Very sincerely your 



771 . 




M. Churchill 
Brigadier-General, General Staff, 
Director of Military" Intelligence. 



Major H. 0. Yardley, 
No. 3 East 38th St. , 
New York , N. Y. 

5 ends, 
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dMr Colanal Fabyan: 

During ay visit to Riverbank, wo discussed the general 
question s f publication is eocmeetion with sods* sad ciphers. 

Colonel Tu Dma has returned from Franoo, nd aftsr 
s Moth's laars sill be here is Washington. If you can sss pour 
way clsar to same to Washington some tins aftsr Ootobar 9, I 
should liks wary web to haws you aoa H. Z. D. as it new functions, 
and also to haws tbs opportunity of disc us sing with General Rolan, 
Colonel Tan Oman and ay self the general subject of publicity. 
Obviously, pease-tine conditions are not war- tine conditions and 
certain Modifications of our policy are inevitable. Rut it will 
always bo desirable , I think, to keep froa other nations any 
information which would load them to have any particular respect 
for our methods of cipher attack, or which would give allied nations 
any cause for offence in connection with the publication of notes 
which they had entrusted to us. 



Very sincerely yours, 



Colonel George Fa by an, 
P. 0. Box 435, 

Chicago, 111. 
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Boptanber 9, 1919. 
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■y Ittf OfltMl fabyan: 

Z 4 m Ire to aekaeelodgo your lot tore of Beptambsr ted 
and 6th, and to aspreas ny rogrot that in our latter of 
Bsptenbor ted the mart "aaaomptiOB" ans not used in place of 
"guass”. I aaaura you that the aord "guess" mi not used vltfc 
any unpleasant connotation. 

I mill do a Tory thing In ay paaar to obtain the information 
you request la your latter of taptanbar 6. 




Vary alaeerely yours, 



Colensl Oaorgo Fabyan, 
P. 0. Box 435, 

Chicago, HI. 
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Colonel George Fabyan, ’ 

etc. 

l' t V' 

Uy dear Colonel Fabyan: 

. . >>r 

She subject of the conversation 1 had with you 
while I was at Riverbank has been on my mind from time to time, but 
it was not until today that I w&b able to give it further considera- 
tion. You will recall that you asked whether Lt. Friedman had my 
permission to insert in his manuscript anything that he desired, and 
without foreseeing at the time exactly what Idktx this question 
Involved, I stated that 1 had no objection. 

The information about codes and ciphers collected 
at our GeneralSeadquarters in France was the result of a liaison 
with our Allies and of the combined efforts of some fifty officers, 
field clerks, and enlisted men who for ■**■*▼■? the period of the 
war devoted their time to the breaking of enemy snft codes and ciphers. 
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A# 3iis information is not the result of the efforts 
of one man, but of ttfb efforts of the Services ofFrance, England, 

Italy and the United States?*®^, in justice to our Allies, to the , 

_ meifc, and to our Service, ±t 1 feel that if this information is 
compiled or published, it should be Compiled, published, and issued 
by the servicex whether for limited or wide circulation. 

t ci have your interests in mind as well as ny own, 
r besides being a reflection on the Service, -it might by some be 
terpreted as a reflection on Riverbank which would be put in a 
position that might lend color to an intimation that it was assuming 
credit for work done by the Service, a position that both of us wish 
to avoid. 



ThiB opens up the entire subject of publica- 
tion and distribution which I feel should be settled. The Military 
Intelligence Division will continue to remain silent about codes and 
ciphers. We may loose some publicity? by our silence, but I am 
concerned with results only. 

But I do not want you to feel bound to our 
policy. 1 shall offer no objection to Riverbank publications even 
though we remain silentj in fact^ now that conditions have changed I 
wish to withdraw my objection to the distribution of the Riverbank 
publications held during the war.' 



.. The disposition of these and future publica- 

tions/uoweven ^I feey should be made by Riverbank rather than MID, for 
we oannot refuse to publish and consent to distribute and maintain a 
conslstant policy. 



I have a report from Major lardley that your 
latest exposition on the A T & T is highly interesting, but that he 
has not been able to reach a joint conclusion with the, Signal Corps 
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Very sincerely yours 
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5 But 56th Street* 
lev Tort* Sept. 15* 1919. 



Brigadier General H. Churchill, U.S.A., 

Birector of Military Intelligence, 

Washington* B. C. 

Bear General Churchill x 

I have your letter ef September 9th with enclosures requesting 
that I state frankly ahd fully ay idea ef Oolenel Fabyan’s suspicions ooncern- 
ing Oolenel Maaborgne's no tires. 

I doubt Colonel fabyan's eineerity in this natter* but in order 
to point out hew the deoipherer is very often sincerely auspicious ef the en- 
cipherer of problens* I wish to state briefly the eh&rge that wae once nade 
againet ne by a Lieutenant in the Bevy* who at that tine was the Xavy cipher 
expert. When I explained to him how neeeages in a running key could be solved* 
he asked that I submit him several messages in a running key. I turned the 
work over to a elerk and sent the cipher to Lt. Smith without even knowing 
the oontent. Ee deciphered the message and in his letter ef transmission* which 
I am unable to find* charged me with a deliberate effort to make the message 
indecipherable. His charge was that in the either ef two hundred letters there 
ware three places where the running key and the text stopped at the same point. 
In my reply I told him that I had had nothing to do with the preparation ef 
the cipher, but that lnaamnoh as the average length of &iglish words was ap- 
proximately five letters, according to the law ef averages when two lines of 
Bigliah were written without spaoe one above the other the words of each line 
should end at the seme place every twenty-five letters* or at eight points in 
two hundred letters; that lnasvaoh as there were only three each places in ay 
test message the problem was three times as easy as it should have been accord- 
ing to the law of averages. I make this point to show how prejudiced the de- 
oipherer very often becomes* 

My opinion of Colonel Mauborgae ean best bo explained by reciting 
briefly some of my experience with him. for a period of two or three years 
before the war Colonels Manborgoe and Eitt had advertised through the Signal 
Vorps an invulnerable method of using the U. 8. irny cipher disk, namely the 
running key. the running key is a key that ie not eonposed of a group of 
letters or a word but of a paragraph or a page of same book that ie as long as 
the message to be enciphered. Shis affords a key that never repeats and was 
believed by Mauborgae and Hitt to be lndeoipherable* 

I talked to Mauborgae about this in October* 1917. I told him 
I believed I could decipher messages enciphered in a running key. Ee laughed 
at me good-naturedly* saying that he and Eitt had tried it; that I would find 
when 1 began to attack the messages that I would get all sorts of things. She 
cipher bureau immediately began work on a method of solution and it was not 
until December 1* 1917* that Mauborgae finally submitted test messages. On 
Beoember 6* I returned to Mauborgae the decipherment of the messages h e h ad 




REF ID : A72 925 f ) 




) 



- z - 

submitted* She letter of transmission it footed verbatims 

* Bsoamber 6, 1917 

•Major J. L* Maaborgne, 

Signal Offio©, Land Division, 

Boom 722, Mills Annex, 

Bear Major Maaborgne: 

•I am enclosing herewith decipherments of the six messages 
In the same waning key enciphered with the U. S. Army cipher disk, 
that yon submitted to the Cipher Bureau* 

"In three of the messages yon start with proper names; in 
the entire six messages and key yon nee only one conjunction, two in- 
finitives, four prepositions, and two adverbs* 

•Of course I don't wish to say that this is an unfair problem 
Vat I do wish to call your attention to what I mentioned in our con- 
versation; namely, that being an expert cryptographer, yon do, uncon- 
sciously, select very difficult and anneaal passages of "MugUah*! 

"Cordially, 

1st ltt». Signal Carps, U.S.B*" 

Please note that in paragraphs two and three of my letter 1 com- 
plain of the sort of language Maaborgne used* 1 have alnoe learned by exper- 
ience that the problem was a fair problem, for in the field one oan never be 
certain that messages are in the same key or in the same olpher, as far as that 
is eoncemed, and the intercepting stations usually garble the messages about 
ten per oent. So far as the language is concerned, it was only Saturday that 
we deooded a message about the shipment of bananas X 

In judging Colonel Maaborgne • • notion when he received tills let- 
ter, it should be remembered that he and Hitt were responsible for the use of 
the running key In the Amy. Be did not wait to write me but called immediately 
by telephone, was profuse 'in his congratulations and begged that I immediately 
submit a memorandum to the Chief Signal Of floor of the Amy stating that the 
running key was unsafe and should be discontinued at once* ClIs 1 did and 
the Chief Sf ^aff cabled Pershing to discontinue its use unless the cipher was 
modified with a transposition* Unfortunately 1 have no oopy of the memorandum 
in jqy files* You oan probably find it in the M* I. B* files* 

Colonel Maaborgne like any other cipher expert is very firm In 
his opinions, but when shown that he is in the wrong is only too glad to admit 
it and ask for improvements for the hsneflt-.jQ f „ | he service. Both Captein Manly 
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ttd 1 fear* a vary deep af faction for Colonel Manborgne , because of Mb frank- 
ness and willingness to aoeept suggestions for changes in Signal Corps methods* 
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While mentioning the running key I wish to add another paragraph 
that has nothing to do with Colonel Manborgne but which will give you briefly 
all the facts regarding this particular subject* I think it was in October 
or Bovember, 1917, that Captain Powell left Biverbank and stopped in Washington 
for a few days before sailing for War ope* He was asked at this time what 
Biverbank knew about the solution of messages in the running key, and he replied 
that EiTorbank knew nothing, that Biverbank had never worked on messages in the 
running key and did not even know that Wanborgne and Hitt had recommended its 
use to the Amy* In the latter part of October General Pershing asked for 
four eode and cipher experts for intelligence dntiew and the cipher bureau 
immediately began to select out of some twelve students four suitable men* 
luring the period of training these men were instructed in the methods of 
solution of the running key and when they went to Biverbank, at Colonel Fabyan’s 
safest ion for further instruction, they explained to Biverbank our methods of 
solution. I have it from one of the men that when they arrived at Geneva, 
Biverbank knew nothing about the running key* 



I am enclosing herewith a Biverbank publication entitled 
"Methods for the Solution of Bniming-Bey Ciphers", on the fly-leaf of which 
you will find a note to Colonel Tan Deman dated March 17, 1918, and signed 
George Fabyan. Tou will find also a reprint of a letter to Fabyan dated 
January 18, 1918, signed by Mr* Friedman, who at that time was a civilian* 

I quote the letter herewith: 



*vy dear Colonel Fabyan: 



January 18, 1918" 



X 



"I have the honor to transmit to you Publication number 
16, of the Department of Ciphers, 'Methods for the Solution of Bun- 
nlng-Xey Ciphers*" 

"Concerning the possibility of the decipherment of a mes- 
sage or a series of messages enciphered by a running-key, it was 
said until as reoently as three months ago, "It oan't be done" or 
"It is very questionable*" It is probably known to you that the 
U* 8. Arny Disk in oonneetion with a running-key has been need as 
a cipher in field eerviee for many years, and is, to the beet of 
our knowledge, in use today* I suppose that its long-continued 
use, and the confidence placed in its safety as a fisld cipher has 
been due very probably to the fact that no one has ever taken the 
trouble to see whether "It could be don*" It is altogether probable 
that the enemy, who has been preparing for war for a long time, has 
not negleeted to look into our field ciphers, and we are inclined 
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credit him with a knowledge equal to or superior to oar own. Ye haw* 
teen able to prove that not only la a single abort massage enciphered 
by the U. 8. Army Slab, or any similar device, easily and quietly de- 
ciphered, but that a series *f messages sent eat In the same toy may 
be deciphered more rapidly than they have been enciphered! 

•Hence, since net destructive but constructive eritielsm is 
the purpose of the Department, we have earnestly endeavored, by point- 
ing out the defeots of the old system, to show how the same may be 
remedied, and how the system may be made more trustworthy. Che final 
paragraphs of this booh state eur conclusions , gained from the results 
of eur Investigations. 



•It is eur hope that this booklet will be a source not only 
of Interest to you, but of aetive benefit In these times when the fate 
ef nations Is more than ever dependent ppon effective means of eeoret 
eecasunioation. 

'™ 7 r,,pMtfn117 ’ 
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not discuss 
(the next steal, 



this 
aa Z 



V. P. PRIXBUS, 

Director. 

Department of Ciphers, * 

deliberate steal for it is already a 
have already pointed out to you, will 



\yjr~ Jil verbahk sc anda l . , 

be afe methods developed by the servlee in the A. X. ?.), but I do wieh to 
point out the manner in which they submitted their information to the Var 
Department. Priedman states in paragraph two ef the above letter that as far 
as he knows the method is being used in the any and notes in the last paragraph 
that "It la our hope that this booklet will be a souroe not only of interest 
to you fVabyan) but ef motive benefit in these time s when the fate of nations 
is wore than ever depen dent noon ef fective means gf 

As a matter of foot the Signal Corps and tha A. X. P. had been informed that 
messages enciphered In the running key were unsafe, but Priedman and labyan 
did not or pretended they did not know that its use had been discontinued. 
Instead of Informing as in secret about the "fate ef nations". Colonel Pabyan 
publishes, copyrights, and dedioates a copy to Oolenel Tan Daman! 

But I have got off of ay subject, but feel the foregoing may 
help you to form an opinion. 

When I was in Washington the week before Labor Day Colonel 
Kauborgne took me to the 8igx>al Corps office end showed am the A. I. & ?. 
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cipher machine In operation which had been pat up especially to encipher 
Boscage s for Colonel fafcyan. I hoard Mb give inc tractions to the Li ea tenant 
in charge how Boscages for Colonel labyaa should he endiphered* la merely 
told the Lieutenant to go to the Signal office, take from the files a day's 
business and bring the sassages back and encipher them just as if he were 
sending them officially to Hoboken* He did how e tot tell hin to change the 
dates of the messages for he feared dome effort on Colonel Yabyan’s part to j 

obtain the original text from the files of the Signal Corps* 

It is a psychological fact that the decipherer is always sus- 
picions of the encipherer but Colonel Tabyan's charge against Colonel Haaborgne 
is in wy opinion entirely unjustified* It is merely another example of 
HiTerbank's methods* 

As you asked that I discuss this subject frankly, I have felt 
free in the foregoing to call things by their right names* 

Tory sincerely. 




Major, 



1 end* 
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